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Input: Plain text "P[]"; Encryption Key "K[]"; Internal 
Identifier "IID"; Percentage of Random Data "PR' 



DATALENGTH-^- length of plain text; HASH_LENGTH-^ length of hash digest; 
INDEX <r- 0; INDEX2 0; Initialize S[0 to 255] ^ 0 to 255 respectively; 



Shuffle I : shuffle S[ ] based on key and store the last shuffle position as TW 1 0 

TW^(TW* TW + S[TW])mod256; 



FO <- integer based on the key K[]; IID <- IID + FO; Fl ^ FO; 
Evaluate (Fl, FO) <- (NLF(IID, Fl, FO), Fl) three times; 



Shuffle II : shuffle S[ ] based on Fl xor IID; (Fl, FO) <r- (N LF(IID, Fl, FO), Fl) 




Generate "TAR" random data and initialize "HASH LENGTH" hash bytes. Mix the random data 
and hash positions. Calculate the hash of the mixed data sequence. Copy the hash to the allocated 
hash positions in the data sequence. TFigures 3-4) 




(Fl, FO) <- (NLF(IID, Fl, FO), Fl) 
COUNT <r- (Least significant byte of Fl) xor TW 



Output: Cipher textC[]. 




Circular copy of COUNT elements of S [] starting at least significant byte of Fl. 
Perform a mixing (irreversible) transformation and store the data in HIDE (Figure 14). 




TAR ^ integer part of (TW * PR/100) 
TW <- (TW +PR + S[TW]) mod 256 



TAR<-TW 
TW ^ (TW * TW + S [TW]) mod 256 
TAR^TARBXORTW 
TW <r- (TW BXOR S [TW] + TW) mod 256 



Identify COUNT cipher text and HASH LENGTH 
hash byte positions. Encrypt the plain text and initialize 
the hash byte positions. Generate TAR random data. 
Mix this combined stream (cipher text and initialized 
hash positions) with the random data. Evaluate the hash 
of the data. Copy the hash digest to the reserved has 
positions (Figures 5-8). 
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Encrypt COUNT plain text and 
initialize HASH LENGTH hash 
bytes. Mix the cipher text and hash 
positions. Calculate the hash of the 
data. Copy the hash digest to the 
reserved hash positions (Figures 9- 
10) 
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Figure 3 
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Input: TW, S[ ], C[ ], HASH_LENGTH, TAR, INDEX2 



Initialize RAND_RATIO and HASH RATIO reflecting the ratio TAR : HASH_LENGTH 
RAND_COUNT<- 0; HASH_COUNT<- 0; j <- 0; OUT []; HASH_POS []; 



is RAND COUNT < TAR 



RAND_NUM ^ TW (&&) RAND_RATIO; TW ^ TW (BXOR) S[TW]; 
HASHJJUM <- TW (&&) HASH RATIO; 
TW <- (RANDJSfUM * TW + S[TW] + HASH_NUM) mod 256; 
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is (RAND_COUNT + RAND_NUM) > 
TAR 




Generate Random Byte RB; OUT[j] <- RB BXORTW 
TW <- (y + TW + S [TW] ) mod 256; 
increment j; 
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I increment RAND_COUNT by RAND_NUM 

"x 
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Identify (j to j + HASH NUM-l) positions as hash byte positions; 
Store positions in HASH_POS []; 

OUT [j to (j+HASH_NUM-l)]<- j to (j+HASH_NUM- 1); initialize hash positions; 
Increment j and HASH_COUNTby HASH_NUM; 




HASH_NUM<- HASH_LENGTH - HASH_COUNT; 

Identify (j to j + HASH_NUM-I) positions as hash byte positions. 

Store positions in HASH POS []; 

OUT [j to (j+HA S H NUM- 1 ) ] j to (j+HA SH_NUM- 1>, Initia lize has h pos itions 
Increment j and HASH COUNTby HASH_NUM; 



Calculate hash digest of OUT[0to (j-I)]. Copy hash bytes to OUT []. 
Position of hash bytes are stored in HASHPOS []. 
C [INDEX2to (INDEX2+j-I)] OUT [0 to (j-l)] 

" ^ 

[ Stop ] 
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RANDRATIO : HASH_RATIO TAR : HASH_LENGTH 



1111 1111 20:20 



15 15 



11111 111 60:20 
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[ Start ~] 



Input: TW, S[ ], P[ ], C[ ], HASH_ LENGTH, COUNT, HIDE[ ], T 1, INDEX, TAR 



IN [ ] P [INDEX to (INDEX + COUNT- 1)]; increment INDEX by COUNT; 
Initialize DATA RATIO and HASH_RATIO reflecting the ratio COUNT: HASH_LENGTH 
DATA_COUNT^ 0; HASH_COUNT<- 0; j ^ 0; 
DATA_HASH_POS [ ]; HASH_POS [ ]; OUT [ ] 




DATA_NUM<- TW (&&) DATA_RATIO; TW <- TW (BXOR) S[TW]; 
HASH_NUM<- TW (&&) HASH_RATIO; 

TW ■<r- (DATA_NUM * TW + S [TW] + HASH_NUM) mod 256; 




> k mark positions j to (j + DATA NUM-l) in DATA_HASH_POS 0 as ciphertext positions; 
increment j and DATA COUNT by DATA NUM; 



Figure 6 
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is (HASH_COUNT + HASH_NUM) 
>HASH LENGTH 



HASH_NUM <- HASH LENGTH - HASH COUNT 



mark positions j to (j + HASH_NUM-1) in DATA_HASH_POS as hash positions; 
increment j and HASH_COUNT by HASH_NUM; 
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is HASH_COUNT < HASHLENGTH 



mark positions j to (j + (HASH_LENGTH - HASH COUNT-l)) for storing hash bytes, 
increment j by (HASH_LENGTH - HASH COUNT) 



Initialize RAND_RATIO and COMBINE_RATIO reflecting the ratio TAR : (COUNT + HASH_LENGTH) 



RAND COUNT <- 0; COMBINE_COUNT<- 0; DATA_COUNT <- 0: 
HASH_COUNT <-0;j<-0; 



COMBINE_NUM<- TW (&&) COMBINE_RATIO; TW- (COMBINE_NUM * TW + S [TW]) mod 256 
RAND_NUM<- TW (&&) RAND_RATIO; TW?- TW (BXOR) S [TW]; 




Figure 7 




s (COMBINE NUM + DATA COUNT + 
HASH_COUNT) > (COUNT + HASH_LENGTH) 



I COMBINE_NUM^ (COUNT + HASH_LENGTH)- (DATA_COUNT + HASH_COUNT ) | / ^ 

IT 




Tl <- Circular Right Shift by one bit; 
TW <- (y + TW + S[TW] ) mod 256; 

T2 IN [DATA_COUNT| BXORHIDE[DATA_COUNTl; 
OUT U] <- S[T2 ] (BXOR) Tl (BXOR) TW; 
T3 ^ ( T2 + TW ) mod 256; S[T2] ^ S[T3]; 
increment j and DATA COUNT 



initialize value at hash position; 
OUT0]<- j; 
store j in HASH_POS []; 
increment j and HASH COUNT; 



increment y and COMBINE__COUNT; ^ 




Figure 8 




generate randombyte RB; 

if y mod 3 = 0, OUT 0] <- TW ( BXOR.) RB; 

if y mod 3 = 1, OUT 0] <- (TW +RB) mod 256; 

if y mod 3 = 2, OUT [jl <- ((TW (BXOR) RB ) + TW ) nx)d 256; 



TW <- (y + TW + S [TW] ) mod 256 \ 452 

^ 

yandj; | 453 



is DATA_COUNT < COUNT 



s COMBINE_COUNT< (COUNT + 
HASH_ LENGTH ) 



T4 <e- (COUNT + HASH_ LENGTH - COMBINE_COUNT); 
OUT [j to (j+T4-l)] <- j to G+T4-1); initialize hash positions; 
store j to (j+T4-l) in HASH_POS []; increment] and COMBINE_COUNT by T4; 




Generate Randombyte RB; 
OUT U] RB BXOR TW; 
TW <- ( y * TW + S [TW] ) mod 256; 



\ 
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Calculate hash digest of OUT [0 to (j-1)]; 
Copy hash bytes to OUT [] at positions stored in 
HASH_POS []; 

C [INDEX2 to (INDEX2 + j- 1)] <- OUT [0 to G-1)] 
increment INDEX2by j 

, ^ I ' 



Figure 9 



Input: TW, S[ ], P[ ], C[ ], HASH LENGTH, COUNT, HIDE[ ], Tl, INDEX 



IN [] <- P[INDEX to (INDEX+COUNT-1) ]; increment INDEX by COUNT; 
Initialize DATA RATIO and HASH RATIO reflecting the ratio COUNT : HASH 
DATA_COUNT<- 0; HASH_COUNT<- 0; j <- 0; OUT []; HASH_POS []; 



LENGT <^ 




DATA_NUM^ TW (&&) DATA_RATIO; TW <- TW (BXOR) S[TW]; 
HASH_NUM^ TW (&&) HASH RATIO; 
TW ^ (DATA_NUM * TW + S[TW] + HASH_NUM) mod 256; 




;s (DATA_COUNT + DATA_NUM) > 
COUNT 



DATA NUM<- COUNT - DATA COUNT 



Figure 10 
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Tl <- Circular Right Shift by one bit; 
• <- (y + TW + S[TW] ) mod 256; 

<- IN [DATA_C0UNT1 BXOR HIDE[ DATA_COUN11 
OUT D] S [T2 ] (BXOR) Tl (BXOR) TW; 

<- ( T2 + TW ) mod 256; S [T2] ^ S [T3]; 
Increment j and DATA_COUNT; 



is (HASH_COUNT + HASH_NUM) 
>HASH_ LENGTH 



HASH_NUM-«- HASH_LENGTH - HASH_COUNT 



Identify (j to (j + HASH_NUM-1)) positions as hash byte positions; 
Store positions in HASH_POS []; 

OUT [j to 0+HASH_NUM-l)]<-j to (j+HASH_NUM-l); Initialize hash positions; 
Increment j and HASH_COUNTby HASH_NUM; 




HASH_NUM<- HASH_LENGTH - HASH_COUNT; 

Identify 0 to 0 + HASH NUM-l )) positions as hash byte positions. 

Store positions inHASH_POS D; 

OUT [j to a+HASH_NUM-l)>- j to (j+HASH_NUM- 1) ; hiitialize hash positions; 
hicrement j and HASH_COUNT by HASH_NUM; 



Calculate hash digest of OUT[0 to 0-1)]. Copy hash byte 
bytes are stored in HASH_POS []. 

C [INDEX2 to (INDEX2+j- 1 )] <- OUT [0 to Q- 1)]; incn 



o OUT []. Position of hash 



Figure llA 
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I Input: IIP, Fl and array S []; TW [ — " 



Tl <- IID xor Fl; T[] <- bytes of Tl; 
TLEN <- length of T 



j<- 1;T2 <-T[Q] I 

815 




TW ^ (TW + S [TQ]]) mod 256; 
TD] ^ (i + j + T[j] + S[TW]) mod 256; 
S [TO]] ^ S [TW]; increment j; 




TW (TW + T2) mod 256; 



Figure 14 



Input: Fl, COUNT and amy S []; 
S_LEN<- length of S[]; 



Tl <- Least Significant byte of Fl ; 
T2 <— Second least significant byte of Fl; 



is Tl + COUNT > S LEN-1 



i<-(S_LEN-Tl); 

HIDE [0 to (i-1)] ^ S [Tl to S_LEN-1]; 
HIDE [i to (COUNT-1) S [0 to 
(COUNT- i-1)]; 



i<^(Tl+ COUNT) 

HIDE[0 to (COUNT-1)] «- S [Tl to (i- 1)]; 




Figure 15 



Input: cipher text C[]; decryption Key K[]; Internal Identifier 
"IID"; Percentage of Random Rate "PR" 



DATA_LENGTH<- length of cipher text; HASH LENGTH length of hash digest; ^ 1001 
INDEX <- 0; INDEX! <- 0; Initialize S[0 to 255] <- 0 to 255; SI [0 to 255] <- 0 to 255; 



Shuffle I : shuffle S[ ] and SI [ } based on key and store the last shuffle position as TW 
TW <- (TW * TW + S [ TW] ) mod 256; 



FO <- integer based on the key K[]; IID IID + FO; Fl <- FO; 
Evaluate (Fl, FO) <- (NLF(IID, Fl, FO), Fl) three times; 



Shuffle II : shuffle S[ ] and SI [ ] based on Fl xor IID; (Fl, FO) ^ (NLF(IID, Fl, FO), Fl) 




Identify "TAR" random data and initialize "HASH_LENGTH" hash bytes. Calculate 
the hash of the mixed data sequence. Verify the calculated hash is identical to the 
hash stored in the cipher text. (Figures 17-18) 



0 



Figure 16 



(Fl, FO) ^ (NLF(IID, Fl, FO), Fl) 
COUNT <- (Least significant byte of Fl) xor TW 



Output: Plain text P[}. 



Stop 



Circular copy of COUNT elements of S [] starting at least significant byte of F 1 . Perform 
a mixing (irreversible) transformation and store the data in HIDE []. (Figure 14) 



(Fl, FO) <^ (NLF(IID, Fl, FO), Fl); Tl ^ Fl \ 1 
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TAR <- integer part of ( TW*PR/100) 
TW <- (TW +PR + S[ TW]) mod 256 




rAR<- TW 

TW <- (TW * TW + S [TW]) mod 256 

TAR <- TAR xor TW 

TW <- (TW xor S [TW] + TW ) mod 256 








V 
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COUNT <- DATA LENGTH - 
INDEX -HASH LENGTH 











Identify COUNT cipher text and 
HASH_LENGTH hash byte positions. 
Decrypt the cipher text, read hash bytes, 
and initialize the hash byte positions. Drop 
TAR random numbers from the combined 
stream (cipher text and initialized hash 
positions). Evaluate the hash of the data. 
Verify that the hash digest is identical to the 
digest in the cipher text. (Figures 19-22). 
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l: 



Decrypt COUNT cipher text, read hash 
bytes and initialize HASH_LENGTH hash 
bytes from the mixed cipher text and hash. 
Calculate the hash of the data. Verify that 
the hash digest is identical to the digest in 
the cipher text. (Figures 23-24) 
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Figure 17 



Input Parameters: TW, S[ ], C[ ], HASH_LENGTH, TAR, INDEX 



m [] C [INDEX to (INDEX + TAR + HASH LENGTH -1)]; 
Increment INDEX by (TAR+HASH_LENGTH); 

Initialize RAND RATIO and HASH RATIO reflecting the ratio TAR : HASH LENG' 
RAND COUNT-^- 0; HASH COUNT^ 0; j <- 0; k <- 0; HASH_BYTES []; 
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RAN 


D_2WM<- TW (&&) RAND_RATIO; TW ^ TW (BXOR) S[TW]; 

HASH_NUM<^ TW (&&) HASH_RATIO; 
rW ^ (RAND NUM * TW + S[TW] + HASH NUM) mod 256; 


Y 


^_______JL______^ 1120 

— ' is (RAND_COUNT + RAND_NUM)>~~ " 

TAR ^ — ■ 



__is y < RAND_NUM_ 



TW <- (y + TW + S [TW] ) mod 256; [ — ' 1 140 
I increment j and y ^ ^^^^ 
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increment RAND_COUNT by RAND_NUM | ^ 





Figure 18 



s (HASH_COUNT + HASH_NUM) 
> HASH. LENGTH 



I HASH_NUM<- HASH LENGTH - HASH_COUNT 



Identify (j to (j + HASH_NUM-1)) positions as hash byte positions; 

Copy IN [j to 0+HASH_NUM-l)] to HASH_BYrES jTc to (k+HASH_NUM-l)] 

IN [j to G+HASH_NUM-I)] <- j to a+HASH_NUM-l); 

Increment k, j and HASH_ COUNT by HASH_NUM; 




HASH_NUM<- HASH_LENGTH - HASH_COUNT; 

Identify (j to (j + HASH_NUM-1)) positions as hash byte positions. 

Copy IN [j to 0+HASH_NUM-l)] to HASH_BYrES [k to (k+HASH_NUM-l)] 

IN [j to (j+HASH_NUM-l)] <- jto (j+HASH_NUM-l); 

Increment k, j and HASH_COUNT by HASH NUM; 



jj3Q_ Calculate hash digest of IN [0 to 0-1)]. If corrputed hash is equal tc 
I HASH_BYTES [], continue, else abort decryption. 



Stop 



Figure 19 



I Input: TW, S[ ], SI [ ], P[ ], C[ ], HASH_LENGTH, COUNT , HIDE[ ], Fl, INDEX, INDEX2, TARj 
t 



IN [ ] <- C [INDEX to (INDEX + COUNT + TAR+ HASH LENGTH - 1)]; 
Increment INDEX by (COUNT + TAR + HASH LENGTH) 

Initialize DATA RATIO and HASH RATIO reflecting the ratio COUNT: HASH LENGTH 
DATA_COUNT<- 0; HASH_COUNT<- 0; j <- 0; 
DATA_HASH_POS [ ]; HASH_BYTES [ ]; OUT [ ] 



is DATA_COUNT < COUNT 
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DATA„NUM<- TW (&&) DATA RATIO; TW ^ TW (BXOR) S [TW]; 
HASH_NUMf- TW (&&) HASH_RATIO; 

TW <- (DATA_NUM * TW + S [TW] + HASH_NUM) mod 256; 




is (DATA_COUNT + DATA_NUM) > 
COUNT 



DATA_NUM-^- COUNT - DATA_COUNT 



mark positions j to (j + DATA_NUM -1) in DATA_HASH_POS [] as cipher text positions; 
increment j and DATA COUNT by DATA NUM; 



Figure 20 




mark positions j to (j + HASH NUM-l) in DATA_HASH_POS[ ] as hash positions; j265 

increment j and HASH_COUNT by HASH NUM; 



is HASH_COUNT < HASH_LENGTH 



mark positions j to (j + (HASH LENGTH - HASH_COUNT)-l) for storing hash bytes. 
increment j by (HASH_LENGTH - HASH COUNT) 



Initialize RAND RATIO and COMBINE RATIO reflecting the ratio TAR: (COUNT + HASH LENGTH) 



RAND_COUNT<- 0; COMBINE COUNT-^ 0; DATA COUNT <- 0; 
HASH_COUNT<- 0; j ^ 0; k <- 0; 



0 




COMBINE_NUM <- 2; TW <- (TW + S [TW]) mod 256; S [0] ^ S [TW]; SI [S[0]] ^ SI[S[TW1] 



Figure 21 




is (DATA_COUNT + COMBINE_NUM + 
JiASH COUNT) > (COUNT + HASH LENGTHl. 



COMBINE_NUM<- (COUNT + HASH_LENGTH)- (DATA_COUNT + HASH_COUNT ) 



Tl <r- Circular Right Shift by one bit; 
TW (y + TW + S[TW] ) mod 256; 
T2 <- SI [ IN[j] BXOR Tl BXOR TW]; 
OUT [DATA_COUNT]<- T2 BXOR HIDE [DAT A_COUNT^ 
T3 ^ ( T2 + TW ) mod 256; S[T2] ^ S[T3]; 
SI[S[T2]] <^ SI[S[T3]]; increment j and DATA COUNT 




Copy IN[j} into HASH BYTES [k]; 
initialize value at hash position; IN [j] <-j; 
increment j and k; 



increment y and COMBINE COUNT [ 1350 



s RAND_COUNT + RAND NUM > TAR 



RAND NUM^ TAR - RAND COUNT 



Figure 22 




Increment RAND_COUNT by RAND_NUM \ ^ ^^85 
_^ -1390 

is DATA_COUNT < COUNT 



is COMBINE_COUNT< 
^OUNT + HASH_LENGrH ) 



T4 <^ (COUNT + HASH_ LENGTH - COMBINE_COUNT); 

HASH_BYTES [kto k+T4-l] <- IN [jto (j+T4-l)] ; Initialize T4hash positions. 

IN n to ri+T4-ni <- i to (i+T4-l): increment k. j and COMBINE COUNT by T4; 




increment y andj 



Calculate hash digest of IN [Oto Q-l}]; If 
computed digest is equal to HASH_BYTES[], 
continue, else abort decryption. 
P [INDEX2 to (INDEX2 + DATA_COUNT-l)] 

-e- OUT [0 to (DATA COUNT-l)] 
increment INDEX2 by DATA_COUNT; 



Stop 



Figure 23 



Input: TW, S[ ], SI[ ], P[ ], C[ ], HASH_LENGTH, COUNT, HIDE[ ], Fl, INDEX 



IN [] C[INDEX to (INDEX+COUNT+HASH_LENGTH-I)]; 

Initialize DATA RATIO and HASH RATIO reflecting the ratio COUNT : HASH_LENGTH 
DATA_COUNT^ 0; HASH_COUNT^ 0; j <- 0; k <-0; OUT []; HASH_BYTES []; 




DATA_NUM<- TW (&&) DATA_RATIO; TW <~ TW (BXOR) S[TW]; 
HASH_NUM<- TW (&&) HASH RATIO; 
TW "f- (DATA_NUM * TW + S[TW] + HASH_NUM) mod 256; 




HASH_NUM^ 1; TW <- TW (BXOR) HIDE[DATA_NUMmod COUNT] 
1535 



IS (DATA COUNT + DATA__NUM) > 
COUNT 



DATA_NUM<- COUNT - DATA_COUNT 
I 
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Tl <- Circular Right Shift by one bit; 
TW <- (y + TW + S[TW] ) mod 256; 
T2 <- SI[ IN 0] xor Tl xor TW ]; 

OUT [DATA+COUNT] <- T2 xor HIDE [DAT A_COUNT]; 

T3 <- ( T2 + TW ) mod 256; S [T2] ^ S [T3]; 

SI rs rT21 1 ^ SI rS m^ 1: increment j and DATA COUNT; 



is (HASH_COUNT + HASH NUM) 
>HASH LENGTH 



HASH NUM^HASH LENGTH-HASH COUNT 



- 1575 



Identify (j to (j + HASH_NUM-1) ) positions as hash byte positions; 
Copy IN[j to 0+HASH_NUM-l)] into HASH BYTES [k to (k+HASH_NUM -1) ]; 
IN [j to G+HASH_NUM-1] <-j to 0+HASH_NUM-l); Initialize hash positions; 
Increment j. k and HASH_COUNT by HASH_NUM; 



1580 




HASH NUM <- HASH_LENGTH-HASH_COUNT; 
Identify (j to (j + HASH_NUM-1) ) positions as hash byte positions. 
Copy IN[j to G+HASH_NUM-1)] into HASH_BYTES [kto (k+HASH_NUM-l) ]: 
m []• to (]+HASH_NUM-l)] <- j to (]+HASH_NUM-l) ;Initialize hash positions; 
Increment j, k and HASH COUNT by HASH_NUM; 



Calculate hash digest of IN[0 to (j-l)]. If computed hash bytes is equal to 
HASH_BYTES[] continue, else abort decryption. 

P [INDEX2 to (INDEX2+DATA_COUNT-l)] <- OUT [0 to (DATA__COUNT-l)]; 
increment INDEX2 by DATA COUNT; 
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^ Start ^ 



Provide hybrid stream cipher to source 
computing device and mail server 



Mail server uploads IID and PR used by 
server computing device 



Encrypt message / attachments by computing 
device 



Send encrypted message / attachment to 
mail server 



At mail server, decrypt message / attachments 
to receive plain text 

V 



At mail server, perform table look-up to 
retrieve new IID and PR 



At mail server, encrypt message / attachments 
and send to receiver domain 





Stop ^ 



Figure 3 1 

start ^ 
♦ - 



Mail server contains list of domains 



Mail server establishes SSL link with . 
source computing device 



Mail server generates IBD and PR 



Mail server transmits IID and PR usinj 
SSL link 



Mail server encrypts message / 
attachment(s) using IID and PR 



Mail server sends encrypted message i 
attachment(s) to recipient mail server 



Recipient mail server receives encrypted message / 
attachment(s), decrypts and stores in mail box 



Figure 32 
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MainStieaiTLncFi^ption SecureDisl:i 



Tasks / Help 



packing Encrypt & Decrypt Export ^ Import 

DAILY TRACKING 



Read data from : 
Wtite Enciypted data to : 




dFile(s) i : Remove : Remove All j Clear All Messages I > Exit 
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Read From: 
Export To: 



Export Directoiv: 



Add 



251] — "J- Set Password 

2510 p 
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2508 f- Remove All 



Remove 
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Read From: 
Import To: 



Import Directory: 



I - 



Add 
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Start ^ 

V 

User registers with music company and 
specifies his usemame and password. 



User downloads setup program for a media player or an add-in to 
an existing media player with a unique IID built into the player. 



User install media player or add-in. Installation requests the 
password and stores it in the media player as encrypted data. 



User visits the music company website, 
selects and buys song. 



Music company encrypts song for the user. Copyright 2720 

information included as plain text in the encrypted music file. 



User downloads encrypted music file 



User selects the media player or double 
clicks on explorer to play song. 




